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NOTIFICATION

L o H.12017/55/99-LID/Pt, the 24th Novemnber, 2000. The following Central !
Hct is hereby published for geperal information.

R. Lalthazuala,
Deputy Secretary to the Govt, of Mizoram,
Law and Judicial Department.

THE INFORMATION TECHNOLOGY ACT, 2¢(0

AN
ACT

e . i S .l W

to provide legal recognition for transactions carried out
by means of elsctronic data interchange and other means
cf elzctronic con'imunication, commonly referred to as
“electronic commerce”, which involve the use of
alternatives to pap=t—Lased methods of communication
and storage of information, to facilitatz electronic filing
of documents with the Government aganciss and further
to amend the Indian Penal Code, th: Indian Evidence
Act, 1872, the Bankers’ Books Evidence Act, 1891 and
thz Reserve Bank of India Act, 1934 and for mattiers
conrected therewith or incidental thereto.

WHEREAS the General Assembly of the United
Nations by resolution A/RES/51/162, dated the 30th
- January, 1997 has adopted the Model Law on Elsctronic
Commerce adopted by the United Nations Commission
on International Trade Law;
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AND WiTEREAS the said resolution recommends
inter alia that al! States give favourable consideration
to the said Model Law when they enact Or revise their
laws, in view of the need for uniformity of the law
applicabie to alternatives 10O paper-based methods of

communication and storage of information;

AMD WHEREAS it is considered nscessary to give
effect to the said resolution and to promote efficient
delivery of Gevernment garvices by means of reliable
electronic records.

_mﬁnit_ions.

It is enacted by Parliament in the Fifty-first Year
of the Republic of India as follows:—

i ST B b

CHAPTER 1
PRELIMINARY

i

1. (1) This Act may bs called the Information Short title

Techrology Act, 2000. extent,
COMMmenRce-

(2) It shall extend to the whole of India and, ment aud
save as otherwise provided in ibis Act, it applies also application,
to any offence or contravention thercunder committed

outside India by auy person.

bl

(3) It shall come. into force en such date as the
Central Government may, by wnotification, appoint and
different dates may De appointed for different provisions
of his Act and any reference in any such provision to
the commencement of this Act shall be construed as a -i

reference to the commencement of that provision.

(4) Nothing in this Act shall a;ply to.—

(2) a negotiable instrument as defined in geetion. .
13 of the Negotiable Instzuments Act, 18815 26 of 1881

(t;) a power-of-attorney as defined in section IA 1001
of the Powers-of Atiorney Act, 1882; 7 of 185~ l

(c) a trust as defined in secuon 3 of the Indiin .
Trusts Act, 1882; 2 of 1882

(d) a will as defived in clause (h) of section 2 of

the Indian Succession Act, 1925 including any other o of 195
a 0 M

testamentary disposition by whatever name called; 3
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(¢e) any contract for the sale or conveyance of

‘immovable property or any interest in such property;

(f) any such class of documents or transactions as
may be notified by the Csntral Government in the
Official Gazette,

' Act, unless the context otherwise
requires,— -

(a) *‘access” with iis

_ grammatical variations and
cognat?  expressiong

means  gaining entry iato,
instructing or communicating with the logical,
arithmetical, or memory function resources of a
computer, computer system or computer network:

(b) “addressec” means a person who is intendsd
by the originator to recsive the electronic rscord
but does not iacluda any intermediary ;

(¢) “adjudicating officer” means an adjudicaiing
oificer appointed under sub-section (1) of section 46;

(d)  “afiixing digital signature” with its grammatical
variations and cognate expressions means ado ption
of any methodology or procedure by a person for
the purpose of autheniicating an electronic record
by means of digital signature;

(¢) “appropriate Governme:t” means as respects
any mattcer,—
(1) enumerated in List II of
Schedule to the Constitution;

the Seventh

(ii) relating to any
List III of
Constitution,

Siate law enacted under
the Seventh Schedule to the

the Stats Governmeat aud in any other case, the
Central Governnwent;

(f) “asymmetric crypto system’ ineans a system
of a secure key pair consisting of a private key for
creating a digital signature and a public key to
verify the digital signature;

(g) “Certifying Authority” means a person wio

bas been pgranted 2 licenge to issue a Digital Sig-
section 24;

rature Certificate under

£

i
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" (h) *cettification practice ‘ statemieat” -means a

statement issued by a Certifying Authority to
specify the practices that the Certifying Authority
employs in issuing Digital Signature Certificates;

(i) “computer” means any electronic magnetic,
optical or other high-speed data processing device
or system1 which perferms logical, arithmetic, and
memory functions by manipulations of electronic,
magaetic or optical imgulses, and includes all input,
output, processing, siorage, compuier software, or
communication facilities which are connected or
related to the computer system or computer network;

(G) “comiputer neiwork” meaps the inierconnection
of one or mme compuiers through-—

(i) the use of satellite, microwave, terrestrial
line or other communication media; and

(i) terminals or a complex coausisting of two
or more interconnected compuiers whether or
not the interconnection is continuously wain-
tained; : : gy

(k) “‘computer resource” means computer, compu-
ter system, computer network, data, computer data
base or software;

() “computet system” means a device or colection
of devices, including input and output support de-
vices and excluding calculators which are not prog-
rammable and capable of being used in conjunction
with external files, which contain computer prog-
rammes, electronic instructions, inp:t data and out-
put data, that psrforms logic, arithmetic, data sto-
rage and retrieval, communication contrq! and other
functions;

(m) “Controller” means the Controller of Certi-
fying Authorities appointed under sub-section (I)
of section 17;

(n) “Cyber Appellate Tribunal” means the Cyber
Regulations Appellate Tribunal established under
sub-section (1) of section 48;

(o) ‘data” means a representation of information,
knowledge, facts concepts or instructions which are
being prepared or have besn prepared in a forma-
lised manner, and is intended to be processed, is

Sacknbat ai




5 Fx—326/2000

being processed or has beem processed in a compu-
ter system or computer network, and may be in
any form (including computer printouts magnetic or
optical storage media, punched cards, punched tapes)
or stored internally in the memory of the computer:

(p) "“digital signature” mecans authenticatioa of
any electronic record by a subsciber by means of
an electronic method or procedure in . accerdance
wiith the provisions of sectioa 3; 2

(g) “Digital Signaturs Ceruficate” means 3 Digital
Signature Certifica’e iscuzd under sub-section (4) of
scction 33;

(£) “elecironic form™ with reference to information
means any information generated, cent, raceived or
stored in media, magnetic, optical, computer me-
mory, micro film, computer geneiaied micro fiche
or similar device; ’

(s) "Elecironic Gazette™ means ihe Official Gazette
published in the electronic form;

(t) “‘electronic record” mears data, record or data

encrated, image or sound stored, received or sent
in 2m electronic form or micro film or computer
generated micio ficke:

(v) “funciion”, in relation ‘0 a computer, includes
logic, control, arithmetical procsss, deletion, storage
and rafrieval and communication or telecommunica-
tion from or within a computer;

(v) ‘“information” includes data, text, images,
sound, voice, codes, computer programmes, sofiware
and dita bases or micro film or computer genera-
ted micro fiche; ) _

(W) “intermediary” with respect to any particular
electronic massage means any person who on be-
half of another person rec:ives, stores or transmits
that message or provides any service with respect
to that message;

(x) “key pair”, in an asymmetric crypto system,
means a priva‘e kev and its mathematically related
- public key, which are so - related that the public
key can verify a digital signature created by the
private key; '

[ |
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“law” includes any Act of Parliament or of a

“State  Legistature, Ordinances promulgated- by the

Presidenit or a Governor, as the case may be; Re-

' gulations made by the President vader ‘article 240,

+" Bills enacted as President’s Act under sub-clause (a)
“of ‘clause (1) of article 357 of the Constitution” and

includes rules, regulations, bye-laws and orderc
issued or made thereunder; ' - TP

4 (2) “*Yicence” medns. a licence -granted to“a‘Certi-

fying Authority under section 24; °

(za) “originator” means'a person who ' sends,
‘generates, stores or transfnits any electronic
message or causes any electronic message’ to be
sent, generated, stored or transmitied to any
' other person but does not includs an interme-
‘diary; RESET :

il i(zh) “prescribed” ‘means -p:ésc;ibed_ by rules

made under this Act;

b (ZC) ” '“pri'Vatﬂ key”‘ means tho key- Of a kcy
pair used to create a digital signature; " -

' (zd) “Public key” wmeans the key of a key
" pair used to verify a digital signature and listed
in the Digital Signature Certificate; 2%

_(ze) “secupe sysiem™ means computer hardware,
“ software, and procedure that— - e
(a) are reasonably secure from unauthorised

access and misuse;

 (b) provide a reasonabl: level of reliability
and cerrect operation; o

(¢) are reasonably suited to performing the in-
tended functions; and

(d) adhere to generally aécepsed security pre-
: cedures; : H

(zf) “security procedure” means the security
procedure prescribed under scction 16 by the

! Central Government; . © ¢ .‘

(zg) “subscriber” means a persoa in whose

' name the Digital Signature Certificate is issued;
3 L gt
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(zh) “verify” in relation to a digital signature,

« electromic record or public key, with its;igram-
matical variations and! cognate. expressions
means to dctcrmmc whether—-—-

Lo X (2): the mmal elec!romc record ‘wis aﬁxed with
the digital signature by the use of private
key corrrsp.)udmg to the pubhc key of the
subscriber ;! =

(b) the initial electroni¢ ‘record’ is retained in-
tact or has been altered since such electro-

. vaer o pic record was $0° afﬁxed with fhe dlgltal

'-Slgnature . L e ¢ R dren

--(2).- Any reference in tlus Act to a$y cnactmeut og
any provision thereof shall, in relation to an ‘area in
which such enactment or such provisioa is not in forca,
ba construsd as a reference 10 the corresponding’ law
or the relevant provision of th: coiresponding law, if
any, in force in that area.

T b

(6}
: CHAPTE R I[
DIGITAL SIGNATURB

e

3. (1) Subj ect to the provmons of thls scct;on any
subscriber may authenticate: an  electronic record by
affixing in his digital siguature. &7 oo el o

(2) The authentication of the electronic: record
shall be effected by the use of asymmetric crypto sys-
temi and hash function which envelop and transform the
;mmal encctromc record into another elcutromc fecord

BXPLANATION— For the purposes of this sub-
section, “hash function” means an algorithm -mapping
or translation of one sequence of bits into another,: ge-
nerally siwaller, sst known as ‘“hash resuit” such that an
electronic record ‘yiclds the same hash result eviry time
the algerithm is executed with the same electronic re-
cord as 1ts mput making lt Computatlona.lly mfeasiblo—

(a) to derive or recomstruct ths orlgmal electromc
record from the hash resuit produced . by the
alvorlthm,

(b) that two electromc rcwrds can produca the
san. ¢ hash result using the . algorithm.

T
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. (3) 'Any person by the use of a public key of the
subscriber can verify the electronic record.

(4) The private key and the public key are unique
to the subscriber and constitute a functioning key pair.
CHAPTER III
ELECTRONIC GOVERNANCE

4. Where any law provides that information or Legal recog.
any other matter shall be in writing or in the typewri- nition of
ttem or printed form, then, notwithstanding amything electronic
contained in such law, such requirement shall be deerued records,
to have been satisfied if such information or matter is— {

(a) rendered or made available in an electronic

form; and
(b) accessible so as to be usable for a subsequent 1 Retention of
reference. tlecironic

. records.
5. Where any law provides that information or any Legal i
other matter shall be authenticatzd by affixing the sig- recognition
nature cr any document shall be signed or bear ths of diital
signature of any person then, nutwithstanding anything sigaatures.
contaired in such law, such requirement shall be deemed '
to have been satisfied, if such information or matter is
authenticated by means of digital signature affixed in
gsuch manner as may be prescribed by the Central
Government. _ :

Explanaticn.—For the purposes of this section,
“signed” , with its grammatical variations ard cognate
expressions, shall, with reference to a person, mean
affixing of his hand written signatuze or any mark on
any document and the expression *“signature” shall be
construed accordingly. - :

6. (1) Where any law provides for— - Use of elec
: : : i _ ~ tronic Te:
(2) the filing of ‘any form, application or any cords and | §
other document with any office, authority, body digital sig- infc
or agency owned or controlled by the appropriate natures i the
- Government in a particular. manuaer; Goweri- des)
j ment aﬂ,d

(b) the issue or grant of any licence, permit, sanc-  its agencict:
tion or approval by whatever name called in a

particular manner;
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(¢) the receipt or payment of money in a particular + = - .
rianner, 34 - '

then, notwithstanding anything contained in any
other law for the time being in force, such requirement
shall be deemed to have been satisfied if such filing,
issue, grant, receipt or payment, as the case may be,
is effected by means of such electronic form ag may
be prescribed by the appropriate Government.

(2) The appropriate Government may, for the
purposes of sub-section (1), bv rulss prescribe—
(a) the manner an”d format in whizh euch clectronic

records shall be filed, created or issued;

(b) the manner or method of pavment of any fee
or charges for filiagz, creaiion or issue any eiccironic
record uoder clause (a).

tention of 7. (1) Where any law provides that documents,

kcironic
cords,

recotds or information sball be retained for avy
specific period, then, that requirement shall be

de emedto have been satisfied if such documents,
records or information are retained in the -electronic
form, if—

(a) the information centeined thers in  remains
accessitle so as to be usable for a subsequent
reference; : .

(b) the elecironic record is retained in the format
in which it was originally generated, sent or recei-
ved or in a format which can be demonstrated to
represent  accurately the information  originally
generated, sent or received;

(c() the details which will facilitate the identification
of the origin, dectination, date and time of despatch
or reccipt of such electronic record are available in
the elecironic record: :

Provided that this clause does not apply to any
information which is avtcmatically generated solely for
the purpose of enabling an  electronic record to be
despatched or rectived. ’

(2) Nothing in this szction shall apply to any law

that expressly provides for the retention of docum~

ents, records or information in the form of
electronic records. R UL A
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Publication of - 8: Where any law provides that any rule, regulation,

rule, regula- order, bye-law, notification or any other matter

tion, etc., in shall be published in the Official Gazstte, then,

Electronic  such  requirement shall be deemed to havs been

Gazette. satistied  if such rale, rsgulation, order, bys-law,
notification er any other matter is published in the
Official Gazeite or Electronic Gazette:

Provided that where any rule, regulation, order,
bye-law, notification or any other matter is published

in ths Official Gasette or Elcctronic Gazette, the .date 1
of publication sbail bs desmed to be the date of the Ga- p
zatte which was first published in any form. : t
Sections 6, 7 9. Nothing contaised in sections 6, 7 and 8 shall 3
and Spotto  coafer a rignt upen any person to iasist that any
confer right to - Ministry er Department of the Ceatral Government ©
insist documeat or any authority or body estabished by or*under
should be any law or controlled or funded by the Central or
accepted in State Goveram:ot should acsept, issue, create, retain d
electronic - and preserve any document in the form of elecironic ' b
form. records or effect any monetary transaction in the
" clectronic form.
Power tomake 10. The Central Goverument may for the purposes i‘x
rules by Central of this Act, by rules, prescribe— : W
Governnent DNy i
in respect of  (a) the type of digital signature; th
gignatufe. (b) the inaaner and format in which . the digital
signature shail be affixed;
(c) the manmer or procedure which facilitates ;;
identification of the parscn affixing the digital be
signature; _ Or
(d) control processes and procedires to ensure T
‘adequate integrity, security and confidentiality of giv
electronic records or payments; and i fl
(¢) any other matter which js necessary to give Eeai'
legal effect to digital signatures. Wit
_ 0%
4t
: CHAPTER 1V s
ATTRIBUTION ACKNOWLEDGMENT AND DESPATCH ] 13,
OF ELECTRONIC RECORDS 2 2N 1 g
Attribution 11. An electronic record shall be atiributed to ° the i & ;cgé
of electro-  originator— SRR | B :
5 s T

nic records.
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{a) if it was sent by the originator himsell;

(b} by a person who had the authority :'g'o 46t
on-behalf of the originator ip respect of that elec~
tronic record; or

(¢} by an information system programmed by o
on behalf of the originator to operate automatically,

12. (1) Where the origivator has not agresd with the Acknowle-
addressee that the acknowledgmzat of reseipt of elec- dgment of
trowic record be given in a particular form or by a par- reczipt.
ticular method, an acknowiedgment may bs given by—

~ (a) any communication by ('ie addressee, automated
o1 otherwise; or : : :

{b) any conduct of the addiressss, sufficient to in-
dicatz to the originator that the electrcnic record has
been. received. ;

(2) Where the originator has stipulated that the elec:
troaic record shall b: binding only on raceipt of an ac-
konowledgment of such electronic record by him, then
uzless acknowledgment has been so received, the electro-
nic record shall be deemed to have been never sent by

the oiigisator, '

(3) Where the originator has not stipulatad tha: the
electronic record shall be binding only on receipt of
such acknowledgment, and the acknowledgment has not
been received by the originazor within the time spectfisd:
or agreed or, if no time has been specified or agreed
to within a ressonable time, then ths eriginator may
give potice to the addressse stating that no acknowiedg-
ment has been received by him and specifying a r£aso-
nable time by which the acknowledgment must be re-
ceived by him and if no acknowledgment is received
witisin the aforesaid time limit hs may after giving notice
to:.the addressce, treat the electronic record as though
it has ucver been sent. :

13. (1) Save as otherwise agread to between the origi- Time and

nater and the addressee, the despatch of an electronic place of des-

record occurs when ‘it eateis a computer resourcs out- patch and
side the control of the originator. receipt of

slectronic re-

%
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(2) Save as otherwise agreed between the origina- . i
tor and the addressee, the time of receipt of an electronic RE ELEC
record shall be determined as follows, namely:— ggcU B

(a) if the addressee has designated a compuier e i

resource for the purpose of receiving electronic records,— -Swﬂifce‘" i toﬁ
4 .

] t:rd, thi

trc

(i) receipt occurs at the time when the electronic e

record enters the designated compuier resource; or

i

(ii) if the electronic record is scnt to a computer i Sﬁfufegf,%;_ 1,5{
resource of the adcressee that is not the designated com- e s d&i
puter resource, receipt occurs at the rtime when the (ure. '8
electronic record is retrieved by the addressee; ;

(b) 'if the addressee has not designated a com-
puter resource along with specified timings, i’ any, re _
ceipt occurs when the electronic rtecord enters the the
compuier recource of the addressee. : the
: nel
(3) Save as otherwisc agreed to between the origi- Rgr
nator and the addressee, an elecironic record is deemed 3
to be despaiched at the place where the originator has
his place of business, and is deemced to be received at ! Security 16.
the place where the addressee has his place of business. A ptocedure.  thi
i gai
(4) "the provisions of sub-section (2) ‘shall apply ? W
notwithstandizg that the place where the computer re- i
source is located may be different from the place where :
the electrenic record is deemed to have been received :
under sub-section (3). ]
: ref

(5) For the purposes of this section,~—

(a) if the originator or the addressee has more than -
one place of business, the principal place of business, _ by
shail be the place of business; ‘ 4

(b) if the originator or the addressee does not have 16
a place cf business, hisusual plice or residence ghali be
deemed to be the place of business;

(c) *“‘usual place of residence”, inrelation to a bady . i of
corpcrate, means the place where it is registered. :
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CHAPTER-Y
SECURE ELECTRONIC RECORDS AND SECURE DIGITAL ~$IGNATURES "

secure clec- 14, Where any security procedure has been applied 9 o :'
fonic re- to anm - electronic record'at  a specific point of . time, - 0 ¢ .
pord. then. such record shall be deemed to be a secure elec- = 0.1} _'

tronic record from such poin' of time to the time of o |

verification. = : Aol L P ;:
Secure digi- 15, If, by app'ication of o sccurity nroceduvre agreed L
!l  signa- ‘o ty tie jarties concirned, it can be verifisd that'a :
(ure- digital signature, at the time it was affixad, was—

() - urique to the subscriber affixing it; .
(b) capable ef identilying suchi subscriber;

(c) created in a wanper cr usicg a means under
the exclusive cuntrol of the subscriber and is linked te
the electroaic record 10 which it relates in such a man-
ner that if the elecironic record was altered the digital’
signature would be irvalidated, then such digita! signa~
ture shall te de:med to be a secure digital signature,

Secutity 16. The Central Government shall for the purposes of

procedure. this Act ' prescribe the security precsdure  having re+
gard to commercial circumstances prevailing at the tinie ,
when the procedure was used, including—

(a) the nature of the tranmsaction; RURY i

! (b) the level of sophistication of the parties with -~ =+ ! |
’ reference to their technological capacity; R }
|

|

(c) the volume of similar transactions eﬁ'gaged in
by other parties; v

, (d) the availability of alternatives offered to tut
1gjected by any party; - T

(¢) the cost of alternative procedures; and

" (f) "the procedures in ‘general use for similar ‘types
of transacticns or corumunications, * PV

"-“‘Lu.-q—'b«.o-—rmu_. e e e .t e )
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-.._CHAP.TER_ VI
..~ REGULATION. OF CERTIFYING AUTHORITIES

Appoint- - 17. (1) The Central Government may, by notifica-
ment of Con- tion in the Official Gazelte, appoint a Controller of
troller and  Certifying Authorities for the purposes of this Act and
other officers. may also by the same or subsequent notification appoint
such number of Deputy Controllers and Assistant ‘Con-
trollers ag it deems fit. Al

. (2) The Controller shall discharge his functions ug-
cer this Act sutject 1o the geansral control and directions
of the Central Government.

(3) The.Deputy Controllers and Assistant Controllers
shall perform the "fuactions assigned to them by the
Ccntroller under the general superiniendence and con-
trol of the Controller.

- (4) The qualifications, exparience, and terms and
conditions of service of Coatroller, Deputy Controllers
and Assistant Controllers shall be such as may be pres-
crited ty the Central Government.

(5) The Head Office and Branch Office of the office
of the Controller shall be at such places as the Central
Government may specify, and these may be established
at such places as the Central Government may think

t. %

(6) There shall be a seal of the Office of the Con-
troller. _ .

Functions of 18. The Controller may perform . all or any of the
Controller. following functioas, namely :—

(a) exercising supervision over the activities of the
@ertifying Authorities;

(b) certifying public keys of the Certifying Autho-
rities ;

(c) 'aying down the stanaards_ to be maintained by
the Certifying Authorities; - < ST

(d) "Specifying the qualifications and -'experién_ce
which employees of the Certifying Authorities
~ should possess; - :

L I ST VS,
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(¢) specifying the conditions subject to which the
Certifying Authorities shall cenduct their busizess;

(f) specifying the contents of written, printed or
visual materials and advertisements . that may be

- distributed or used in respect of a Digital Signature _
Certificate ard the public key; L |

(g) specifying the form and content of a Digital
Signature Certificate and the key; _

(h) specifying the form and manner in  which
accounts shall bz maintaiced by the Certifying
Authorities; ' :

' (1) specifying the terms and coaditions subject to
- which auditors may be appointed and the remunera-
F tion to be paid to them; :

(J) facilitating the establishment of any clectronic
system by a Certifying . Authority either solely or
jointly with other Certifving Authorities and regula- |
tion of such systems;

' ' (k) specifying the manner in which toe Certifying
Authorities shall conduct their dealings with the
subscribers;

) resolving any conflict of interests between the
ertiflying Authorities and the subscribers;

(m) laying down the duties of the Cert_ifying
‘Authonties;

- (n) maintaining a data base containing the

- disclosure record of every Certifying Authority
containing such particulars as may be specified by
regulations, which shall be accessible to public.

19. (1) Subject to such conditions and restrictions Recogaition
| as may be specifisd by regulations, the Controller ‘may of foreign
| with the previous approval of the Central Governm:nt, Certifying
: and by notification in the Official Gazette, recognise Authorities.
| any foreign Certifying Authority as a Certifving Autho-

rity for the purposes of this Act.

(2) Where. any Certifying Autherity is recognised
under sub-section (1), the Digital Signature Certificate
issued by such Certifiing Authority shall be valid for
the purposes of this Act. . ;

{
|
1
i
1
4
.j
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Application
for licence.

: (3) Thc Loatrollc; may; 1f he is sat 13ﬁa.i that any
Certifying Authority has contraveaed auy of the con-
ditions and 1estrictions subject to which it was granted
recognitior vnder sub-section (1) he may, for reasons
to. be recorded in writing, by notification in the Official
Gazstte, revoke such recognition.

20, (1) The Controlier shali be the repository of
all Digital Sigpatvre Certificates issued under this Act.

(2) The Centroller shali—

(a) make use of hardware, software and proce-
cdurgs that ate secure from intrusion and wmisusz;

(b) observe such other standards as may be
prescribed by the Ceutral Government,

to ensure that the secrecy and security of the digital
signatures are assured.

(3) Tke Controller shall maintain a computerised
data base of all public keys in such a manner that such
data base and the public keys are av_xlable to any
member of the pablic.

21. (1) Subject to the provisions of sub-section
(2), 2ny person may make an application, to the Con-
troller, for a licence to issue Digital Signature Certifi-
cates.

(2) Mo licence shall be issued under sub-section
(1), vnless the applicant fulfills such require:nents with
respect to qualification, expeitise, manpower, financial
resources and other infrastructuse facilities, which are
necessary to issue Digital Signature Certificates as may
be presciibed by the Central Government.

(3) A licence granted under this section shall—

- (a) be vzlid for such period as may be prc-cnbcd
by the < entral Gw.:mment, _

(b) not bc' transferable or heritable:.

(c) be subject to such terms and condmona &s
may.be specified by the regulations.

22. (I) Every applicatien for issue of a llcence shall
be in such form as may be prescribed by the Central
Government.

Controlley
to ac_t ag
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. (2) | Every application for issue of a licence shall
*  becaccompanied: by— E LSRG (e

(a) a ceitification practice statement;

(b) a statement including the procedures with
respect to identification of the applicant; :

Controller () payment of such fees, not exc_ééding twenty~five
to act as thousand rupees as may be. prescribed by the Cen-
repository, tral Government; ok

(¢} such other document, as may be prescribad by
the Central Governmant. .

Renewal of 253. An application for renswal of a licence shall be—
licence. vl : g3 . :

(@) in such form;

(b) accompanied by such fees, pot excecding five
thousand rupees, _ ;

| as may be prescribed by the Central Government
and shall b2 made not less than forty-five days
2o .. .. before the date of expiry of the period of validity
S o1 of the licence. . Sy

Licence to _. iz : : )
issue Digh | Pocedure. 24. The Con‘roller may, on receipt of an applica-
tal “igoa- | for grant or tion under sub-section (1) of section 21, after conside-
ture Cer-  wjection of ring the documents accompanying the ‘application. and
tificates. ‘licence, such other fictors, as he deems fit, grant ths licenca

; or rzjeci the application: : : -. /s

. Provided that no application shall be rejected under
this section unless the applicant Fas been given a reaso-
nable opprortunity of pressuting  his case,

Ispension 25. (1) The Controlier may, if he is satisfied after

7 licence, making such inquiry, as he may thiak fiz, that a , Cer-.
| tilying Authority has,— '

< (a) made a statsment in, or in relation to;: the

: * application for the issue or yenewal of the licence, .

i‘ which is incorrect or false in -material particulars; .

o (b) failed to. comply with the terms aud (:ond'itiojrii.
Bt subject to which the licence was granted; - -

(©) failed to maintain ‘the standards specified under -
clause (b) of sub-section (2) of section "20; .7 o
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(d) cqutfav::hed any provisions of this Act, rule,
regulation or order made thereunder,
revoke the licence:

Provided that no Jicence shail be revoked unlass the
Certilying Autherity has been given a reasonabls oppor-
tunity of showing cause agaimst the proposed revocation.

(2) The Controiler may, if h2 has reasomable cause
to believe that there is any ground for revoking a
licence undet sub-section (I), by order suspend
such liccnc: pending the completion of any inquiry
crdered by hlm; ;

Provided that no licence shall be saspended for a
prriod exceading tea <days unless the Certifying Autho-
rity has b:en given a reasonable npporiunity of showing i
cause ajainst the prop~secd guspsrsion.

(3) No Certifying Autbority whose licence has been
suspendec shall issue any Digital Signature Certificate
during such suspeasion.

26. (1) Where the licsuce of the Certifying Autho- Noticz of
rity is suspeaded or reveked, the Contreller sha!l pub- suspension
lish notice of such suspension Or revocation, as the case Or revoca-
may be, in the data bae maiatained by him. tion of

: licence.

(2) Where one o1 more repositories are specified,
the Controller shall publish noticss of such suspaasinn or
revocation, as the case may be, in all such repositories.

Provided that the data base containing ihe notice 3
of such suspension or revocation, as the case may be,
chall be made available through a web site which shali &
be accessible round the cloek: : '

Provided further that the Controller may, if he con- g
siders necessary, publicise the contenis of data base in 1
such eleetronic or other media, as hs may consider P
appropriate, i

97. The Controller may, in writing, authorise the Power 0 4§
Deputy Coatroller, Assistant Controller or any officer delegate:
to exercise any of the powers of the Controller under |
this Chapter. 1

28. (1) The Coatroller or any officer authorised

Power 10 j

by Lim in this behail shall take up of for investigation inVﬁstiggi‘
ra jeu®

any contrave
or regulations mwade thereunder.

ation of the provisions of this Act, rules cont
t1ons.
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(2) The Controller or any officer authorised by him

g in this behalf shall exerciss the like powers which are.
conferred on Income-tax authorities uader Chapter XUI
of the Income-tax Act, 1961 and shall exercise such’

powers, subject to such limitations laid down uader
that Act.

29. (1) Without prejudice to the provisions of
sub-section 1 of section 69, the Controller or any person
authorised by him shall, if he has reasonable cause to
suspect that any coatraventioa of the provisions of tais
Act, yules or regulations made thereunder has beea
committed, have accsss to any computer system, any
apparatus, data or any other material connecied with
such system, for the purposs of searching or causing a
searcit to bz made for obtaining any iaformatioa or
data contained ia or availa®ls to such computer syste.n.

(2) For the purposes of sub-section (1), the Con-
troller or any person autaorised by him may, by order,
direct any peson incharge of, or otherwise concerced
with the operation of, the computer syst:m, data appa-
ratus or material, to provide him with such reasonable
technical and other assistance as he may considsr ne-
cessary. ; ' ;

30, Fvery Certifying Authority shall,—

(a) make use of hardware, software and procedures
that are s:cure from intrusion and misuse;

(b) provide a reasonable level of reliability in its
services winch are reasonably suited to the perfor-
mance of inteuded functions; '

(c) adhere to security procedures to easure that
the secrecy and privacy of the digital signatures
are assured; aad

(d) observe such other standasds as may be spsci-
fied by regulations. '

31. ivery Certifying Authority shall ensure that
every pereon employed or otherwise engaged by it
complies, in the course of his employment or enga-
gement, with = the provisions of this Act, rules,
regulations and orders made thereunder.

. 32. Every Ceriifying. Authority shall display its

Fx7-336/2000,

Access to
computers
and data.

Certifying
Authority
to follow
certain
proceduies.

Certifying
Authority
to ensure
cempliance
of the Act.,
etc.

Display of

_!i'cenca_ at a conspicucus place of the premises in which licencs.
it .carries on its business. -
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Disclosure.

nh
A

|, 33.. (1). Every Certifying Authority whose licence

is suspended or revoked shall immediately after such.

suspension or revecation, surrender the licence to the
Controller. ' :

(2). Where any Certifying Authority fails to surren-

. der a licence under sub-section (1), the person in whose

favour a licence is issued, shall be guilty of an offence
and shall be punished with imprisonment which may
extend up to six months or a fine which may extend
up to ten thousand rupees or with both.

34, {1) Every Certifying Autbority shall disclose

in the manner specified by regulations—

(a) its Digital Signature Certificate which confains
the public key corresponding to the private key used
by that Certifying Authority to digitzlly sign ano-
ther ‘Digital Signature Certificate;

(b) anyr certification practice statement relevant
thereto;

(c) notice of the revocation or suspension of its
Certifying Authority certificate, if any; and

(d) any other fact that materially and adversely
- affects either the reliability of a Digital Signature
- Certificate, which that Authority has issued, or the

Authority’s ability to perform its services.

(2) Where in the opinion of the Certifying Autho-
rity any event has occurred or any situation has
arisen which may materially and adversely affect the
Integrity of its computer system or the conditions
subject to which a Digital Signature Certificate = was
granted, then, the Certifying Authority shall— ?

'-".(:a) i_xse-rca_sdnable_ efforts to potify any person
who is likely to be affected by that occurrence; or

(b)_ act in accordance with the procedure ;spéc_'iﬁcd-
n its certification practice statement to deal with
such event or situation,

: Sur l"nd" ;

of licence,
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4 Athority
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G,
LI CHAPTER VII
of licence. | - DIGITAL SIGNATURE CERTIFICATES
j = o ; o i . & -
+{ Certifying 35. (1) Any person may make an application to
Authority  the Certifying Authority for the issue of a Digital Sig-
| to issue nature Certificate in such form as may be prescribed by
Digital the Central Government. -
Signature _
Certificate. (2) Every such application shall be accompanied

by such fee not exceeding twentv-five thousand rupees
as may be prescribed by the Central Goverament, to be
paid to the Certifving Au heritys

Provided that while pregcribizg fees under sub-sec-
tion (2) different feces may be pirescribed for different
classes of a;phcants.

(3) Every such application shall bs accompanied
by a certification praciice statement or where there is ,
no such statement, a statement containing such particu-
lars, as may be specified by regulations. :

(4) On receipt of an application under sub-section
(1), the Certifying Authority may, after consideration of
the certification praciice statement or the other state-
ment under sub-section (3) and after making such en-
quiries as it may deem fit, grant the Digital Signature
Certificate or for reasons to be recorded in writing, re~
ject the application:

Provided that no Digital Signaiure Certificate shall
b];: granited unless the Certifying Authority is satisfied
that—

(a) the applicant holds the private key correspon-
! ding to the public key to be listed in the Digital
'1 Signature Certificats; . :

: (b) the applicant helds a private key, which is
! capable of creating a digital signature;

(c) the public key to be listed in the certificate can
. be used to verify a digiral signature affixsd by the
{ private Xey held by the applicant:

_ Provided further that no application shall be re-
Jected unless thc applicant has been given a reasona-
ble opportunity of showing cause against the proposed
rejection. ' T :
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.36, A Certifying Authority * while issuing a
gital S{guaturq Certificate shall certify that— 0ns upon jgg,.

(a) it has complicd with the provisioas of this  ial Signatyr,
Act and the rules and regulations mads thereunder; - Certificatg, 5

(b} it has published the Digital Signature Certifi-
cale or otherwis: made it available to such psrson
relying cn it and the subscribsr has accepted it;

(¢) the subscriber holds the private key corres-
poncing to the public key, listed in the Digital
Signatuce Certificate;

(¢) the subsciiber’s public key and  private key
comstitute a functioning key, pair; .

(¢) the information contained in the Digital Signa-
ture Certificate is accurate; ond

(f) it has no knowledge of any material faci, which
if it had been included in the Digital Signature
Certificate would adversely affect ihe reliability of
the represemtations made in clauses (a) to (d).

37. (1) Subject to the provisions of sub-gection  Susn:nsion
(2), the Certifying Authority which has issued a Di- of Digital
gital Signature Certificate may suspend such Digital Signature
Signature Certificate— Certificate.

(@) on receirt of a request to that effect from—

(1) the s:bscriber listed in the Digital Signature
Ceriificate; or.

(i) any person duly authorised to act on behalf

of that subscriber:

(b) if it is of opinion that the Digital Signature
Certificats should be suspended in public interest.

Notice of
: | 'Uspepsion  pen
(2) A Digital Signature Certificate shall not be sus- § rrevoca-  Cert
pended for a period exce.diag fiftcen days unless | liog, pen:
the subscribe: has been given an oppertunity of repo
being heard in the matter. 4 for

(3) -On' suspénsion of a Digital Signature Certificate
under this seciion, the Cortifying Authority shall.
communicate the same to the subscriber.
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38. (I) A Cortifying Authority: ' may revoke a Revocation
Digital Signature Certificats issued by it — of  Digital
se of Digi. i L RS Signature

. Signatupe {2) where the subscriber or any other person autho- Certificate,
srtificate, | rissd by him makes a request tc that- effect; or _

"{b) upcn ths death of the subscriber; or = 3 3«

;presentati- |
$ Upon issu. |

B
o,
B

]

{c) upon the dissolution cf the firm or winding up:

of the company where the subscribar is a firm or.
a company.

{2) Subject to the provisions o sub-ssction (3) and
without prejudice to the provisions of sub-section
(1), a Certifying Authority may revoke a  Digital
Signtaure Certificite which has bzea issued by it
at any time, if it is of opinion that—

=l

B VA

(8) a mat.rial fict ropreseat:d in the  Digital
Signature Certificate js f.ilse or has been coacealed ;

(b) a requirement for issuance of the Digital
Signaturs Certificate was not satisfied;

| {c) the Certifying Authority’s private key or security
i : systein was compromiszd in a mannsr materially
Suspansion affecting the Digital Signature Ceriificate’s reliability;
of Digital . g .
Signature (d) the subscriber has bzen _declared insolvent or
Certificate. dead or where a subscriber isa firm or a company,
i which has been dissolved, wound-up or othorwise
ceased 1o exist. :
(3) A Digital Signature Certificate shall not be
, - revoked unless the subscribsr has bsen given  an
' oppertunity of being heard ia the matter.
{4) On evocation of a Digital Signature Certifi-
cate under this ssction, the Certifying Authority
shall comnjunicate the same to the subscriber.

-

Notice of 39. (1) Where a Digital Signature Certificate is sus-

‘uspension  pended or rcvoked wnder section 37 or section 38, the

Orrevoea-  Cortifying Authority shall publish a notice of such sus-

| tion, psnsion ot fevocation, as the cas: may be, ia the

i repository specified in the Digital Signature Certificate
for publication of such notice. '

(2) Where one or more repositories are specified,
the Cey:ifying Autharity shall publish netices of
such suspension or revocition, as the case may be,
in all such repositories. 5
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‘ CHAPTER VIII e
DUTIES OF SUBSCRIBERS

Generating 40. Where any Digital Signature Certificate, the

key pair.  public key of which corresponds to the private key of

that subscriber which is t0 be listed in the Digital
Signature Certificate has been accepted by a subscriber,
then, the subscriber shall generate the key pair by
applying the security precedure. :

Acceptance 41, (1) A subscriber shall be deemed to have accepted

of Digital a Digita! Sisnature Certificate if he publishes or autho-
Signature rises the publication of a Digital Signature Certificate —

Certificate.

(3) to one or more persoans;
(b) in a repository, or

otherwise demonstrates his approval of the Digital
Signature Certificate in any manrer,

(2) By accepting a Digital Signature Certificate
the subscriber certifies to all who Teasonably rely
cn the information contained in the Digital Signa-
ture Certificate that—

(a) the subscriber holds the private key corres-
ponding to tke public key listed in the Digital
Signature Certificate and is entitled to hold the same;

(b) all representations made by the subscriber to
the Certifying Authority and all meterial relevant
to thie information contained in the Digital Signa-.
tuie Ceitificate are true;

ic) all information in the Digital Signature Certifi-
cate that is within the knowledge of the subscriber
is true.

Control of 42. (1) Every subscriber shall exercise reasonable -

private key. care to retain control of the private key corresponding
to the putlic key listed in ris Digital Signature Certi-
ficate and take all steps to prevest jts disclosure to a
person not authorised to affix tae digital signature of
the subscriber.

(2) If the private key corresponding 1o the public
key listed in the Digital Signature Certificate has
been compromised, then, the subscriber shall com-=-
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municate the same without any delay to the Certif- )
ying Authority in such manner as may be specified |
by the regulations. :

Explanation.—For the removal of doubts, it is hereby {
declared that the subscriber shali ba Hable till he has f

informed the Certifying Authority that the private key ,
has been compromised, _ - ]-

CHAPI{ER IX : !
PENALTIES AND ADJUDICATION i

Penalty for ~ 43. If any person without permission of the owner or
damage to any other person who is incharge of a computer, com- :
computer, puter system or computer network,—

co:mputer :

system, etc. () accesses or secures access to such computer, compu-
' ter system or computer network: :

(b) downloads copies or extracts any data, com-
puter data base or information from such computer,.
computer svstem or computer network including 1afor-

mation or data held or stored in any removable storage
medium; '

i

(c) introduces or causes to be introduced any com- ;
puter contaminant or compeuter virus into any computer,
computer system or compiter network ;

(d) damages or causes to be damaged any compu-
ter, computer system or computer network, data, com-
puter data base or any other prograrimes residicg in
such computer, CImpUter system or computer network;

(¢} disrupts or czuses disruption of any computer,
Cempuier system or computer network:

() denies or causes tke denial of access to any
person  authorised to access any computer, computer
system or computer network by any means;

(g) provides any assistance to any person to faci-

litate access to a computer, computer system or com-

; puter network in coniravestion of the provisions of this
} Act, rules or regulations made thersunder;

(h) charges the services availsd of by a person to
the account of another person by tempering with or.
manipulating any computer, computsr system, or coms.

Bl oo 2
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puter network, he shall be liable to -pay damages by
way of compznsation not exceeding one crore rupecs to
tke person so affected. erores

Explanation.—For the purposes of this section,— -

- (i) “computer contaminant” means any set of
computer instcuctions that are designed—

(a) to modify, destroy, record, transmit data or
programme residing within a computer, computer system
or computer metwork; or

(b) by any means to usurp the normal operation

Jower to
of the computer, computer system, or compuier neiwork; F

- adjudicate.

(i) “computer data base” means a represzniation
of information, knowledge, facts, concepts or instructions
in text, image, audio, video that are being prepared or
have been prepared 'in a formalised manner or Hhave
been produced by a compaier, computer system or com-
puter netmoik avnd are intended for use 1n a compuicr,
cemputer system or computer network;

(iii) ‘“‘comiputer virus” means any computer instruc-
tion, informnation, data or programme that destroys,
demages, degrades or adversely affects the performance
of a computer Tesource or atiaches itseli to apotber
computer resouiCe and operatcs when a programme, data
or instruction s execuied or some other event takes
place in that computer resource;

(iv) ‘“damage” means to destroy, alter, delete, add,
modily of rsarrange any computer résource by any means.

44, If any pcrson who is required under this Act, or Pepaltyfor

any rules or reguiations made thereunder to— failure 10

: furnish 10-

form:ation,

(a) furpish any docuent, return or report to the return, eid
Controlier or the Certifying Auihority fails to furnish
the same, he shail be lizbie to a penalty not exceeding
oue lakh and fifty toousand rupees for each such failure;

(by file any return or furnish any information, S f-'-'.

books or other documents withic the tune specified .
therefore in the regulations fails to file return or furnish N
the same within the time specified thersfor in the regu- .

lations, he shail be iiable to a penaky not exceeding L
five thousand rupees for every day during which such
failure continues; , - : -
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{¢) maintain books of account or records, fails to

- maintain the same, he shall be liable to a penalty not

Ex—326/2000

exceeding ten thousand rupees for every day dur-ing which:

the failure continues.

45. Whoever contravenes any rules or regulatiouns
made under this Act, for the coatravention of which no
penaity has been separately provided, shall be liable to
pay a compensatian not exceseding twsaty-five thousand

rupees to the person affecied by such contravention or,

a penalty not exceeding twenty-five thousand rupees.

46. (1) For the purpose of adjudging under this
Chapter whether :ny persoa has commitied a contraven-
tion of any of the provisions of this Act or of any rule,
regulation, direction or order made thereunder the Cen-
tral Government shall, subject to the provisions of sub-
section (3), appoiat any officer not below the rank of a
irector to the Covernment of India or an equivalent

ofiicer of a State Goverument to be an adjudicating - .

~officer for holding an inquiry :a the manner prescribed

by the Central Governa ent.

(2) The adjudicating officer shsll, after giving the.

person referred to in sub-section (1) a reasonable oppor-
tunity for makiag repres:ntaiion in the matter and if,
on such inquiry, he is satisfied that the person has
committed the contravention, he may iinpose such pznalty
or award such compensation as he thinks fit in accor-
dance with the provisions of that ectioa.

(?) No person shall be appointed 2s an adjudicating
officer unless he prossesses such exp:ricace in the field
of Information Technology and legal or judicial exp:-
rience as may be prescribed by the C utra! Government.

(4) Where more than one adjudicating officers are’

appoinoied the Central Government shall specify by or-
der the matiers and places with respect to which such
officesrs shali exercise their junsdiction.

-~ (5) Every adjudizating officer shail have the deers-
of a civil court which are couferred on the -Cyber
Appel'ate Tribunal under sub-section (2) of section 58,
and— ' M

_(a) all procesdings before it shall be deemed to be
Judicial procesdings within the meaning of sections 193
and 228 of the Indian Penal Code; :

"

L1

of 1860
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. (b) shall be deemed to be = civil  court for the
purposes of sections 345 and 346 of the Code ef Crimi-
nal Procedure, 1973.

Factors to 47. While adjudging ths quantun: of compensation
be taken in- wunder this Chapter, the adjudicating officer shall have
to account  due regard to the following factors, namely:—

by the ad- .
judicating (2) the amount of gain of unfair advantage, wier-
officer. ever quantifiable, made as result of the default; :

(b) the amount of loss caused to any person as a
result of the default ;

(¢) the repetitive nature of the defauit.

CHAPTER X

2 of 1974

THE CYBER REGULATIONS APPELLATE TRIBUNAL

I:stablish- 48, (1) The Central Government shail, by notifi-
ment of cation, establish one or more appsllate tribunals to kte
Cyber Ap- known as the Cyber Regulations Appeilate Tribunal,

pellate Tri-
bunal.

(2) The Central Government shall also specify, in the
notification referred to in sub-section (1), the matters
and places in relation to which the Cybsr Appsllate Tri-
bunal may exercise jurisdiction.

Composi- 49. A Cyvber Appellate Tribunal shzll consist of

tion of Cy- one person only (zereinafter referred to as the Presiding
ber Appel- Officer of the Cyber Appellate Tribunal) to be appointed,
late Tribu- by notification, by the Central Government.

nal.

50. A person shallnot be qualified fgor appoint-
ment as the Presiding Officer of a Cyber Appeliate Tri-
tunal unless he-- :

{a) is, cr has been, ¢r is qualified 1o be, a Judge
of a High Cewmt; cr

(b) is or has been a member of the Indian Legal
Service and is holding or has held a post in
Grade I of that Service for at least three years.

Qualifica-
tions for
appoiat-
ment as

Presiditg
Officer of
the Cyber
Appeilate
Tribunal.
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Qualifica-
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Presiding
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the Cyber
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Tribunal.
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51. The Presiding Officer of a Cyber Appellate
Tribuna! shall hold office for a term of five years from
the date on which he eaters upon his office or until he’
attains the age of sixty-five years, whichever is earlier,

52. Thie salary and allowances payable to and the:
other terms and conditions of ssyvice including .pension,
gratuity and other retirement benefits of, the Presiding
Officer of a Cyber Appellute Tribunal shall be such as
may be piescribed: : -'

Providad that neither the salary and allowancss nor
the other ierms and condition: of sarvice of the Presi-

Ex— 3262003

Ter.-n of
offize

Sajary,
allowanceg
and other
terms and
conditions
of ssrvice
of Presi~
ding

ding Officer shali be varied to bis dradvantage after Oficer,

appoiniment,

53. If, for reason ether than temiporary absence, Filling vp of

any vacancy occurs ia ta2 office of the Presiding Officer
of a Cyber Appellate Tribu-al, then the Central Go-
vernment shall appcint another person in accordance
with the provisions of this Act to il the vacancy and’
the proceed’ngs may be coniinued bzfore the Cyber
Appellate Tribunal from the stage at which the vacancy
is fiiled. - :

54. (1) The Presiding Officer of a Cyber Appellate Resignation
Tribunal may, by rotic® in writing under his hapd 2d- and remo-

dressed to the Central Government, resign his ffice:

Provided that the said Presiding Officer shall, unless
be is permitied by the Centra! Government to relinquish
his office sooner, continue to hold office until the expiry
of three mounths from the date of receipt of such notice
or until a person duly appointed as his successor erters
upon hig office or uatil the expiry of his term of office,
wiichever is the earliest, : '

(2) The Presiding Officer of a Cyber Appellate
Tribunal shall not be removed from his office except by
an order by the Central Goverinment on the ground of
proved misbehaviour or incapacity after an inquiry made
by a Judgs of the Supreme Court in which the Presi-
ding Officer concerned has been iaformed of the charges
against him and given a reasonable opportuaity of being
heard in respect of these charges.

{3) Th: Central Government may, by rules, regu-
late the procedure for ths iavesiigition of misbshaviour
or incapaicity of the aforesaid Presiding Offizar.

vacancies,

val.
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55. No order of ths Ceiitral Government appointing
any person as the Presiding Officer of a Cyber Appel-
late Tribunal shall be called in guestion in any manner
and no act or procezding befors a Cyber Appsllate
Tribunal shall be called in question in any imanner on
the ground merely of any defect in the coastijution of
a Cyber Appellate Tribunal.

56. (1) The Central Government  shall provided
the Cyber Appellate Tribuaal with such officers and em-
ployees as that Goverpment riay think fit,

(2) The officers and employees of the Cyber Appel-
late Tribunal shall discharge their functions uuader ge-

neral superintendence of the Presiding Officer.

(3) The salaries, allowances and other conditions
of service of the officers and employzes of the Cyber
Appellate Tribunal shal] he such as may be presciibed
by the Central Governme:.t. :

57. (1) Save as provided in sub-section (2), any
persou aggrieved by an order m: de by Centroller or an
adjudicating officer under this Act way prefer an appeal
to a Cyber Appellate Tribunal having jurisdiction in the
matter,

. (2) No appeal shall lie o the Cyber Appellate
Tribunal from ap order made by an adjudicating officer
with the cons:nt o{ the parties.

(3). Every appe:l under sub-section (1) shall bo
filed within a period of forty—five days from the date
on which a copy of the order made by the Coatroller
or the adjudicating officer is received by the person ag-
grieved and it shall be in such form and be accompa-
nied by such fee ag may be prescribed:

Provided that the Cyber Appellats Tribunal may
eniertain an appeal after the expiry of the said period
of forty-five days if it js satisfied that there was sufficient
cause for not filing it within that period,

(4) On receipt of an appeal, under sub-section {D),
the Cyber Appelate Tribunal may, after giving the par-
tics to the appeal, an opportunity of beinp heard, pass
such orders thereon ag it thiuks fit, confirining, modify-
ing or setting aside the order appealed against,

Orde_rs

Appellate .

ribunal, - Procediite

1 and powers
- of the Cy-
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4
ing Orders (5) The Cyber Appeliate Tribunal shall send a |
el constitutip, copy of every order made by it to the parties to the I
wr  Apellaic app2al and to the concerned Contrcller or adjudicdting -
ite Tribunal officer. |
>n be final apg : i
of not to in. (6) The appeal filed before the Cyber Appellate
validate it Tribunal under sub-section (1) shall be dealt with by it 1
proceeding as expeditiously as possible and endeavour shall be made '
by it to dispose of the appzal finally within six months l
led Staff of the from the date of receipt of the appeal. :
m=- Cyber l
Appellate -
Tribunal, | Procedure 58. (1) The Cybsr Appellate Tribunal shall not
el- and powers be bound by the procedure laid dowa by the Code of
3e- of the Cy- Civil Procedure, 1908 but shall bz guid:d by the princi-
ber Appel- ples of natural justice ard, subject to the other provi- |
late Tribu- sions of this Act and of aiy ruics, the Cyber Appellate 5 of 1908.
ns nal. Tribunal shall have powers to regulate ils own proce-~
ier dure including the place at which it shall have its
ed sittings.
(2) The Cyber Appellate Tribuaal shall have, for
~ the purposes of discharging its functions uander this Act,
ny | the same poweis as are vested in a civil court under
an | the Code of Civil Proc:durs, 1908, while trying a suit, 5 of 1908,
al in respect of the following matters, namely:— '
e
(a) summoning and enforcing the attendance of
| any person and examining him on oath; |
te
er (b) requiring the discovery and producticn of do- !
cuments or other elecironic records, i
& (c) receiving evidencs on affidavits;
te
er | (d) issuing commission of witnesses or documsnts!:
&" ;
a~ | (e) reviewing its decisions;
' (f) dismissing an application for default or deci- !
ding it ex parte;
1y .
vd | (g) aay otber matter which may be prescrited. _
nt i !
(3) Every proceeding before the Cyber Appeilate = |
| Tribunal shall be deemed to be a judicial proceeding = |
% | witain the meaning of sectioas 193 aad 228, and for i
- | the purposes of section 196 of the Indian Penal Code 45 of 1860. .
33 and the Cyber Appellate Tiibunal shall be decmed to : -
y- be a civil court for the purposes of section 195 aad 2 of 1974 - i

: Chapter XXVI of the Codz of Criminal Procedure, 1973.
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. 55. The appellant may either appear in person or
authorise one or more legal practioners or any of itg
officers to present his or its case before the Cyber
Appellate Tribunal.

60. The provisions of the Limitation Act, 1963,

shall, as far as may be, apply to an appeal made to
the Cyber Appellate Tribunai,

61. No court shall have jurisdiction (o eniertain
any suit or proceeding in respect of ary icatter which
an adjudicaiing officcr appointed under “this Act or -he
Cyber Appcllate Tribunal constituted under this Aot i«
empowered by or under this Act to  determine and ro
injunction shal be granted by avy court or other autho-
lity in respect of any action tiken or to be taken jn
pursvacce of any power confeired by or upder ihis Act.

62. Any person aggrieved by and decision or order
of ihe Cyber Apgellate Tribuna! may file an appeal to
the High Court wichin sixty cay: from the da‘e of
commupication of the decision or order of the Cyber
Appellate Tribunal to him on any quesiion of fact or
law arising cut of such order. '

Provided that the Higk Court reay, il it is satisfied
that the appellant was prevented by sufficient cause from
filing the appeal within the said period, allow it to be
filed within & further period not exceeding sixty days.

62, (1) Any contravention under this Chapier
may, either before or after the institution of ad udica-
tion proceedings, be compounded by the Controller or
such other officer as may bz speciaily authorised by him
in this behalf or by the acdjudicating officer, as the case
may be, subject to such conditions as the Controller
or such other officer or the adjudicating officer may
specify:

Provided that such sum chall not, in any case,
exceed ihe maximum amount of the penaity which may
be imposed under this Act for the contravention so

compounded.

(2) Nothing in sub-section (1) shall app'y to a
person who commits the same or similar contravestion
with a period of three years from the date on which
the first contravention,  committed by him, was com-
pounded. '

I.J.ﬁx%:!ﬁtisn.
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Explanation.—For the purposes of this sub-section,
any second or subsequent contravention committed after
the expiry of a period of three years from the date on
which the contraveation was previously compoundad
shall be deemed to be a first coniraveation.

(3) Where any contravention has been compoun-
ded under sub-section (1), no procecding or further
proceeding, as the case may b, shall bs taken against
the person guilty of such contravention in respect of
the con'ravention so compounded.

64. A penalty imposed under this Act, if it is not
paid, shall be recovered as an arcear of land revenue Recovery
and the lincence or the Digital Signature Certificate, as of penalty.
thgdcase may bz, shall be suspead:d till the penalty is
paid,

CHAPTER Xi
OFFENCES

65. Whoever knowingly or intentionally conceals, Tampering
destroys or alters or intentionally or knowingly causes with com-
another to conceal, destroy or alier aay compater source puter
code uvsed for a computer, con.puter programme, COm- source
puter system or computer network, when the computer documents.
source code is required to be kept or maintaired by
law for the time being in force, shall be punishable
with imprisonmen: up to three years, or with fine which
may extend upto two lakh rupees, or with both.

Explanation.—For the purposes of this section,
“computer source code” means the listing of prog-
rammes, computer commands, design and layout and
programme analysis of computer resourc: in any form.

65. (1) Whoever with the iatent to cause or
knowing that he is likely to cause wrongful loss or Hacking
damage to the public or any perion desiroys or deletes with com-
or alters any information residing in a computer puter

. resource or diminishes its vaine or utility or affects it system.

injuriously by any means, commits hacking.

(2) Whoever commits hacking shall be punished
with imprisonment up to three years, or with fine which
may extend upto two lakh rapees, or with both.

——

—— ———

S —



Ex—326/2000

Povier of
Controiler
to aive
directions.

Directions
of Centrel-
ertoa sub-
icriber to
xtend faci-
ities to
lecrypt
nformation.

34

67.; V'hoeves publishes or trznsmits or causes .to
be published in the clectrenic form, any material which
is lzscivious or appesls 10 tke prurient interest or if its
effcct 's such as to tend (0 depravs and corcupt parsons
who are iikely, having regard to ail relevant circurms-
tances, te read, see or hear ‘he matter contained or
entbodie. in it, shall be punished on first couviction
with imprisonment of either descriotion for a term which,
rauy exten: (¢ five years and with fine which may
ext:nd o one Iskh rapees and inths .vent of a second
oi subrequent conviction wits 'mpriscnment of either
description for 2 term which may extend to teis- yeass
and also with fine wiich may extend to two lakh rupzes.

68. (i) The Controiler may, by order, direct a
Certifying Authority or any cmpioyee of such Aucaority
to take such wmeasures or ceasc cirryinz ou such
activiiies 28 specified in the crder if thrga are neccssary
tc ensure compliance with the rrovisicns of this Act,
rules or any ieguiations mace thereunder.

(2) Any person who fails to comply with any
order uder sub-tection (1) shall be guiity of z2n offerce
and shall be liabie ou conviction to mpriscgment for a

fetm not exceeding three years or to a fine not €Xcee-
ding two :akh rupees or to both.

69. (1) If the Contreolier is satisfied that it is
reccssary eor expedient so to do in the interest f the
sovereignty or integiity of India, tie security of the
State, fiiencly relations  with foreicn  States or ; ublic
orcder or for preveniing incitement to the commission
of any cognizatle offence, for reasons tc be recorded
in wriiing, by order, diree any agency af the Covein-
ment to intercept any information transmitted through
ary comyputer resouice.

(2) The subsciibe: or any person incharge of the
computer resource shall, waen calied upon by any
agency wiich has been direcied under sub-section (1),
extend ali ficilitics and technical assistance to decrypt
the information.

(3) The subscriber or any rperson who fails to
assist the agency referred to in sub-section (2) shall be
punished with an imprisonment for a term which may
exieud to seven years, :

- BB Penaity for
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. !
» . & protecied 70. (1) The appropriate Government may, by |
iblisking ~ gystem notification in the Oifizial Gazstte, daclare that aay
informa. compufer, computer system or computer network to be
1t which a protected system.
obscens
electro. (2) The appropriate Government may, by order

: form, in writing, authoris> th2 persons who are aathorised to

access protected gystem notified un er sub-section (1).

(3) Aany peisoa who sz2cures acsess or attempts. to i
secire access to a prolzcted systsm in contravention of !
the provisions of this section shall be punished with |
i imprisonment of either description for a term which |
; raay extend to ten years and shall also be liable to fiue. {

Penaity for 71. Whoever makes any misrepresentation to, or
misrepresen- suppresses any material fact from, the Coatroller or the |
tation, Certifying Autnority for obtaining any licence or Digital |
Signaturz Certificate, as th: case may bs, shall be |
pumished with imvrisoament for a term which may |
extend to two years, or with fine which may extead to |
one lakh rupees, or wita both. S0

Penalty for 72. Save os otherwise provided in this Act or any |
;  breach of  other law for the time being in force, any person who,
] coufiden-  in pursuance of avy of the powers conferred under this
tiality and  Act, rules or regulations made thersundsr, has secuied |
privacy., access {0 any electronic record, book, register, corres- |
|

| pondence, information, document or other mmaterial

' witoout ihe consent of the pergson concsrned discleses
such clectronis record, book, register, e>respondence,

' information, document or other material to any other
person shall be punished wiih imprisonment for a term
which may exiend to two years, or wita fins which may
extend to oae lakh rupees, or with both.

1

; Penaity for 73. (1) No person shall publish a Digital Signa-

i T A s . . :

. pubhisiiog ture Certifisate or otherwise make it available to any

} Digital other person with th? knowledge that—

 Signature

 Certificate (a) the Certiiying Authority listed in the certificate :
- false in has not issued it; or )
| certain '
| Pparticulars. (b) the subscriber listed in the certificate has not

uceepted; or

(e) the certificate has been revoked or suspended,

unless such puclication is for the purpose of verifying
5 a cigital signature created prior to such suspension or
revocation.
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. (2) Avpy persen who contravenes the provisicns of

sub-section (1) shall be punished with imprisonment for ' -
a term which® may extend o two years, or with fine :

which may extend to one lakh rupees, or with both,

74. Whoever knowingly creates, publishes or other- Publication
wise makes a vailable a Ligital Signaturs Certificate for for frauduy.
any fravdulent or unlaw{ul purpose shali be punished lent  pur.

with imprisenwent for a term which may extend to pose. | 9 of 1974,
two years, or with fine which may extend to oune lakh = (
rupees, or with both. 3 D

75. (1) Subject to the provisions of sub-section (2), Act to ap-
the provisions of this Act shall apply also to any of- piy ior of-
fence or contravention commiited outside India by any fence or i
person irsespeciive of his mationaiity. contiavens { NETWOR}
ticn commit- 3 :
ted outside

India,
2 ] ; . 1) " re
(Z) For the purposes of sub-section (1), this Act Se
shall ¢pply to an cflence or contravention committed i e
outs'de India by any person if the act er conduct con- -
stituting the oflence or contraventios invelves a compus- i th
ter, corrputer system or computer network located in .
India. E pr
76. Any computer, computer systern, floppies, com- Cosfiscation, 5
pact disks, tape drives or any othicr accessories related
theretc, in respect of vhich any provisicn of tais Act,
rules, crcers or regulations made therewncer has been or
is being coniravened, shall be liable to confiscation:
Provided that where itis established to the satisfac-
tion of the court adjudicating the coufiscation that the
person in whose possession, power or control ol any such
comp.ter, cou.uler system, floppies, compact disks, tape
drives or any other accessories relating tiereto is found
is rot responsble {or the contravention of the provis:ons
of this Act, ruiss orders or reguiztions wade thereunder, c
o

the cou:t muay, instead of making an orde: for confisca- :
ticn of such computer, computer system, floppies, com- BOI
pact disks, tape drives or any other accessories related - lice

thereto, make such other order authoriszd by this Act or
again:t the parson contravening of the provisioas of this ver
Act, rules, orders or regulations made thereunder as it sca
may think fit. ' the:

or (

offe;
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77. No penalty imposed or confiscation made un-
der this Act shal prevent the imposition of any other
punishment to which the pers-n affected thereby is lia-
ble under any other law for the time being in force.

78. Notwithstandinz anything contaiped in the
Code of Criminal Procedure, 1973, a policed officer not
below the rank of Doputy Superintendent of Police shall
investigate any offence uuder this Act.

CHAPTER XII

CASES

79. For 1he removal of doubts, it is her:by dacla-
red that no perion providing any service as a petwork
service providsr shall be liabls under this Act, rules or
re: ulations made thereunder for any thiid party infor-
mation or data made ava:fable by iim if he proves that
the ofience or contraveation was computted without his
kuowledge or thit ne had cxsreised 2il due diligeace to
prevent the commussion of such offence or coatravention.

Explanation.— For ihe purposss of this section,—

(@) “petwork service provider’” mesans an iater-
mediary;

(b) “third party information” means acy infor-
mation dealt witn by a neiwork seivice provider in
his capacity as an tatermediary;

CHAITER XIHi
MISCELLANEOUS

80. (I) Notwithstanding anytuing contoined in ths
Code of Criminal Procedure, 1973, any police officer,
sot below the rank of a Doputy Superintendent of Po-
lice, or any other offi.er of the Central Gverny ent
or a State G.vernment authoriged by the Ceatra! Go-

vernment in this benalf may eatsr any pubtic plac: and

search and arresi without warrant aay person found

theiein wro is 1easonably suspected or having committed
or of committing or of being ubout to commit any
offence under this Act.

Ex—326/2000
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Power to give 83. The Ceutral Governnie

directions.

Protection
of action
taken in
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Offences
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1168,

Explanation.—For the purpases of this sub-section,
the expression “‘public placs” ircludes any public con-
veyance, any hotel, any shop or any other place intended
for use by, or accessible to the public.

(2) Where any person is arresied under sub-section
(1) by an offices other than a police officer, such officer
shall, ~without unnec:ssary Ceiay, take or sexd the
person asrested hefore ¢ gisiratz having jurisdiction
in the case or before the oifcer-ia-charge of a Polics
station.

[

~
4
#
L

~

(3) The provizions of the Code of Criminal Procedure,
1973 shall, subjeci to thg provisions of this eection,
apply, so far as may be, in telation to any entry,
search ot arrest, made under tais section.

81. The provisions of this Act shall have effect
notwﬂhstas;dm_g anvihing 1aconsistent therewith contal-
ned in any otaer law for e ime bzsing in force.

82. The Fresiding Officer and other ofiicers and em-
ployees of a Cybsr Appellate Teivunal, the Controller,
the Deputy Controlier and the Assistant Controllers
shall be deemed to be public scivants within the meaning
of section 21 of the Iudian Peazl Cade.

ient may give directions
to any State Government as o tae cariving into execu-
tion in the Siat> of apy of the provisions of this Act or
of any rule, regulation or order mads tzereunder.

-
51

g4, No suit
shall lie against
Government, 1b¢
behalf of iim, posiling
officers and the & g e Cyo:r Appeilate Tiibunal
for anyihing whiclh {311 good fiith dcas or in tended to
be domne 1o pursuazcs of this Act or any rulz,
regulation or Order mads thereuader.

vion or otler lecal proseeding
Govarpment, the State

85. (1) Where o person committing. a contraven-
tion of any of the provisicus ol this Acter of auy rule,
direction or order made i {zr is g compaay, every
person wilo, at s iime the contravention was corieitted,
was in charge oi, and was rusponsiolie to, the company

2 of 1974,

45 of 1800,

S Y
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for the conduct of business of the compaay as well as
the company, shall be guilty of the contravention and
shall be liable to be proceeded against and punished
accordingly:

Provided that nothing contained in this sub-section
ghall render any such person lable to punishment if he
proves that the contravention took place without his
knowledge or that he exercised all due diligence to pre-
vent such contravention.

(2) Notwithstanding anything contained in sub-sec-
tion- (1), where a contravention of any of the provisions
of this Act cr of any rule, durection or order made
thereunder has been committed by a company and it is
proved that the coniravention has taken place with the
i consent or conaivance of, or is attributable to any neg-
-. lect on the part of, any director, mmanager, sccretary
i or other cfficer of the company, such director, manager,
Szcretary or other officer shall also be deewned to be
guilty of. the contravetion and shall be liabls to be
| proceeded against and punished accordingly.

EXPLANATION.— For the purposes of this
sestion,—

2 of 1974,

e i I A R it iiaang)

45 of 1860- ;o ’” 1
(1) “company’” means any body corporate and in-
cludes a flrm or other association of iudividuals;and

i i

(ii) “director”, in relation to a firm, means a part-
ner in the firm. SRoA

86. (1) If any difficulty arises in giving effect to
the provisions of this Aci, the Cemtral Government Removal
miay, by order publiseed in the Official Gazette, make of difficul-
suca provisions not iaconsistent with the provisions of ties.

this Act as appear to it to be mpecessary or expedient
for removing the difficuity:

Provided that no order shall bz made under this

section after the expiry of a period of two years from
the commenczment of tunis Act. -

~ (2) £very order made under this section shall be
laid as soon as may be after it is made, before each
FHouse of Parliament. :

87, (1) The Central Government may, by notifi- Power of
cation in the Official Gazette and in the Electronic Ga- Central

: ; z:tic make rfules to carry out the provis.ons of this Govern-

5 Act, " ment to

: i make rules,

iy Sl AL i i
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(2) ‘In particular, and without prejudice te the
generality of the firegeing power, such rules may provide
for all or any of the following matters, namely :—

(a) the manner in wh' h any infermation or
matter may be authenticuted by means of digital
signature under secton 5;

(b) the e'ectronic frrm in which fi hi.g, issue,
grant or payment sihall b affected under sub-section
(1) of section 6.

(c) the manner and format in which clectronic
records shali be filed, or issued and the method of
payment u Jer sub-szction (2) ol section 6;

- {d) ‘e matters relatin: to the type of digital
signature, mann.r and foin at in which it may be
affixed undcr section 10;

(e) the s:curity procedure for the purpose of

creating ‘secure clectronic record and secure digital i
sig ature under s:ction 16;
(f) the qualifications, experience and terms and }

condit:ons of service of Coatr ller, Deputv Con-
trollers and Assistant Controllers under section 17;

(g) otber standards to be observed by the Confro-
ller under clause (b) of sub-section (2) of section 20;

(b) the requi.cments which an applicant must
fulfil under sub-section (2) of seciion 21;

(1) the rerio i of vaiidity of licence granted under
clause (a) of sub-section (3) of section 21;

(j) the form in which an application fo- licence may ;
be made uncer sub-scction (1) of section 22; '

(k) th- amount of fees payable under clause (c) of
sub-sec’ion (2) of section 22;

1} suca other documents which shall acco npany an
app-icavoa for licence uader clause (d) of subsection
(2) of section 22; .

~ (m) the form and the fee for remewal of a licence
and the f:e payable thercof upder section 23;
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(n) the form in which application for issue of a
Digital Sigvature Certificate may be made under
sub-section (1) of section 35;

" (0) the fee to be paid to the Certifying Authority
for issue of a Digital Signature Certificate under
sub-section (2) of section 35;

(p) the mannzr in which the adjudicating officer
shall hold inquiry under sub-section (1) of section
46; i
(q) the qualification and experience which the ads
judicating ~fficer shall possess under sub-section (3)
of section 46;

(r) the salary, allowances and the other terms and
conditions of service of the Presiding Officer under
section 52;

(s) the procedure for investigation of misbehaviour
or incanacity of the Presiding Officer under sub-
section {3) of section 54;

(1) the salary and allowances and other conditions
of service of other officers and employees under
sub-section (3) of section 56;

(uv) the form in which appeal may be filed and the
fee thereof under sub-section (3) of section 57;

(v) any other power of a civil court required to be
prescribed under clause (g) of sub-section (2) of
section 58; and

(w) any cother matter which is required to bs, or
may be, prescribed.

(3) Every notification made by the Central Go-
vernment under clause (f) of sub-section (4) of section
I and ¢very rule made by it shall be laid, as soon as
may be after it is made, before each House of Parlia-
meat, while it is io session, for a total period of thirty
days which may bz comprised in one se2ssion or in two
or mors successive sessions, and if, before the expiry of
the session immediately foliowing the session or the suc-
cessive sessions aforesaid, both Houses agree in making
, any mcdification in the notification or the rule or buth
| Houses agree that the notilication or the rule should
- not be made, the notiiication or the rule shall therzafter
have effect only in such modified form or be of no
eifect, as the case may be; so, however, that any such
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modification or anaulment shall be without przjudice to
the validity of anything previously doae under that no-
tification or rule. E

Constitution -~ 88. (I) The Central Government shall, as soon

of Advisory as may be after the commencement of this Act, consti-

Committee. tute a Comumittee called the Cyber Regulation Advisory
Committee.

(2) The Cyber Regulations Advisory Committee .
shall consist of a Chairperson and such pumber of other ;
official aud non-official members rapreseatiag the inte- e
rests principally affected or having special knowledse of
the subject-matter as the Centra! Government may
deem fit. :

_ (3) The Cyber Regulations Advisory Committee :
shall advise— :

(a) the Central Government either geiecally as re- B
gards ary rules or for any other purpsse connected ;
with this Act;

(b) the Controller in framing ths regulations un-
der this Act. .

(4) There shall be paid to the non-official members
of such Committee such travelling and other allowances
as the Ceniral Government may Ax.

Power of 89. (1) The Contrel'sr may, after coasuliation

Controller  with the Cyber Regulations Advisory Committee ard with

to make the previous approva! of the Central Goverament, by

regulations. notification in the Official Gazeite, make regulations
comsistent with this Act and the rules made thereunder
to cary out the purposss of this Act.

"~ (2) In paricular, and without prejudice o the ge-
nerality of the foregoing power, such regulations may
provide for all or any of the following matters namely:—

(a) the particulars relating to maintenance of data-
- base containing the disclosure record of every Cer--
tifying Autherity under clause (m) of section 18;

(b) the conditions and restrictions subject to which
the Controller may recognise any foreiga Certifying -
Authority under sub-seetion (1) of section 19;
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( ) the terms and coa:litions subject to which a
licence may be granted under clause (¢) of sub—sec-
tion (3) of section 2l;

(d) other stanuards to be observed by a Certl%'ymg
 Authority uader clause (d) of section 30;

() the manner in which the Certifying Authority
shall disclose the matters specified in sub-secnon (1)
of section 34;

- (f) the particulars of statement which shall accom-
pany an application under sub-section (3 of
sectiog 35;

(g) the manner in which the subscriber shall com-
mun‘cate th: compromise of private key to the
certifying Authority uader suv-section (2) of sec-
tion 42. .

(3) Every resulation ma:le under this Act shall be-
laid, as soon a3 may be after it i3 made, before:
each House of Parliamant, while it is in session,
fer a total period of thirty days which may be

. comprised in one ssssion or in two or more succe-

ssive sessions, and ir, bsfore the expiry of the se--
ssion  immediately following the s=ssiba  or the
successive sessions  aforesaid both Houses agree
in making any modification in the ragulation or
both Houses agrec that the regulation shouid not
be 1ausz, b2 regulation shall thsreafter have effect
enly in such mndifiel form or be of no effect, as
the case may be; so0, however, that aay such inodi-
fication or annulment shall be without prejudice to
the validity of a=1yth1 1ig  previousiy dons under that
regulation.

90. (1) The Staie Governmeat may, by uoti- Power of
fication in (he Official Gazette, make vules to carry State Gov-
out the provisicns of this Act. ernment to

make rules.

(2), In particalar, and without prejudice to the
generality ol the foregoing power, such rules inay
provide for all or aay of ths foliawing matiers, na:ely :—

(2) the electronic form in which filing, issue grant
receip; er payment shall be affected under sub-section
(1) of section 6;

.(b) for matters specified in sub-section (2) of
sectien  6; :

[y 1 ¥
R = = e e




Fx—326/2000 44

(c) any other matter which is required to be pro-
vided by rules by the State Governmeut,

(3) Every tule made by the State Government ua-
der this section shall be 12id, as scop as may be after
it is mace, before each House of the Siate Legislature
where it consists of two Houses, or wheie such Legis-
lature consists of one House, before that House.

91. The Indian Penal Code shall be amended in
the manner specified in the First Schedule to this Act.

62. The Indian Evidence Act, 1872 shall be anen-
ded in the mauner specified in the Second Schedule to
this Act.

93. The Bankers’ Bcoks Evidence Act, 1891 shall
be amended in the manner specified in the Third Sche-
dule to this Act.

94. The Reserve Bank of India Act, 1934 shall
be amended in the manner specificd in the Fourth Sche-
dule to this Act, :

THE FIRST SCHEDULE
(See section 91)
AMENDMENTS TO THE INDIAN PENAL CODE
(45 OF 1860)

L. After section 29, the foliowing section shall be
inserted, namely:—

“29A. The words “¢lectronic record” shsll have
the meaning assigned to them in clause (t) of sub-sec-
tion (1) of section 2 of the Informaticn Tecknology
Act, 2000.”.

2. In section 167, fer the words ‘“‘such public
servant, charged with the pieparation cor translation of
any documeut, Irames or tracsiates that document” ,
the words “such public servani, charged with the pre-
pazration or translation of any document or electrenic
reccrd, frames, prepares or translates that document or
elecironic record” shall be substituted.

Amendment
of Act 45
of 1860,

Aipmdm:;nt
of Act ! of
1872,

Amendment
of Act 18
of 1891,

Amendment
of Azt 2 of
1534.

Electronic
record.

L
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3. In section 172, for the words “produce a
document in a Court of Justice”, the words *produce
a document or an electronic record in a Court of Justice™
shall be substituted. e o

4. In section 173, for the words *‘to produce a
document in a Court of Justice,” the words “to producs
a document or electronic record in a Court of Justice”
shall be substituted. ' ok el

5. In section 175, for the word “document” at
both the places where it occurs, the words “document
or elecironic record” shall bs substituted. -

6. In secticn 192, for the words “makes any false
entry ‘n any book or record, or makes any document
containirg a false statement”, the words “makes any
false entry in any book or re:ord, or electronic record.
or makes any document or electronic record containing
a false statement” shall be substituted. :

7. In section 204, for the word “document” at both
the places where it occurs, the words ‘‘document
or electronic record” shall be substituted. N

§. In section 463, for the words “Whoever makes
any false documents or part of a document with intent
to cause damage or injurv”, the werds “Whoever makes
any false documents or false e'ectronic rscord or part
of a document or electronic record, with intent to cause
damage or injury” shall be substituted.

9. In section 464,—

{a) for the portion beginning with the words “A per-
son is said to make a false document” and ending
with the words “by reason of deception practised
upon bim, he does not know the contents of the
document or the nature of the alteration”, the
following shall be substituted, namely:— :

“A person is said to make a false document or false
electrenic record——~ ;

First—Wko dishonestly or frandulently—

(a) makes, sigus, seals or executes a document: or
part of a document;

(b) makes or trans:its any electronic record or part
of any electronic  record; o %

Ex-=326/2000
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F @) affixes 'any digital sigaatu}é on any electronic
" record; ‘i

(d) makes any mark depotiny ' the execution of a
document or the authenticity of the digital signature,

. +with the infention of causing it to bs believed that

.. such document or part of document, electronic
~record or digital signature was made, signed, sealed,
exccuted, transmitted or affixed by or by the autho-

-, 4ty of a.person by whom or by whose authority
he knows that it was not made, signed, sealed,
“executed or effixed; or i

.. - Secondly—Who, without lawlul authority, disho- !
nestly or frandulently, by cancellation or otharwiss, :
alters a documeant or aa electronic record in any material
part.thereof, after it has bsen made, executed or affixed
with digital signature cither by himseli or by any cther
person, whethier gsuch person be living or dead at ' the
time of such alteration: or '

Thirdly—Who dishouestly or fraudulently causes
any persoun io sigu, seal, execute or alter a document
or an electronic record or to affix his digital signature
on any electronic record krowing that such person by
reason of unsoundness of mind or iatoxication . cannot,
or that by reason of deception practised upon him, he
does not know the contents of the document or elec!- :
ronic record or the pature of the alteration.” ;

(b) after Explanation 2, the iollowing Explanation
shall be inserted at the end, namely ;—

‘Explanation 3.—For the purposes of this section, the ;_

‘expression “affixing digital signature” shail nave ths i

meaning assigned to it in clause (d) of sub-section

(1) of section 2 of the Information Technolugy
. Act, 2000, | |

10. In section 466,—

(a) for the words “Whoever forges a document,” !
“the words “Whoever forges a document or an
electronic record” shall be substituted; !

(b) the following Explanation shall be inserted at 3
the end, namely:— -

- ‘Explanation.—For the purposes of this = section,
“register” includes any list, data or record of any ]
eniries maintained in the electronic !orm as defined
in clause (r) ol sub-section (1) of section 2 of the
Information Technology Act, 2000.. '
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" 11. In section 468, for the words “document
forged,” the words “document or elsctronic recsrd
forged™ shall be substituted. )

712 'In section 469, for the words “intending that
the documeat forged ™ the words ‘“‘intending tbat the
document or electronic record forged” shall b substituted.

13. In section 470, for the word “document” in
both the places where it occurs, the words “document
or electronic record” shall be substituted.

14. in s:ction 471, for the word “‘document”
‘wherever it occurs, the words *“document or clectronic
tecord” shall be substituted, ok

il e i

15. In section 474, for the port'on beginning with
the words “Whoever has in his pessession any decu-
ment” and endiag with the words “if the doecument is
one of the description m=ntioned in section 466 of this
Code,” the following shall be substituted, namely:— :

LS

_ o “Whaoever has in Lis possession any document or
. Lk 5 elecironic =cord, knowing the same to be forged and
intending that :he same sha!l frauduleatly or dishonestly
bs used as a geauinse, shall, if the documsnt or electro-
nic record is one of the description mentioned in scc-
tion 466 of this Cnde.” : '

i
: 16 In section 476, for the words ‘““any document,”
i ihe ‘words “any document or electronic record”- shall
; be substituted. 5 :
i 17. In section 477A, for the words“book, paper,
& writing” at both the places where they occur, the words
: “bock, electronic record, papar, writing” -shall bs
substituted.
| | THE SECOND SCHEDULE i
: \ (Sce section 92) | w0 e kel

AMENDMENTS TO THE INDIAN EVIDENCE ACT,1872 - - -

(1 OF 1872) .
i 1. In section 3,— :

i -
!
J
i
!
i
2
i

-(a) in the definition of “Evidence,” for the words =
“all docuiaents produced for ihe inspection of the . .
Court,” the words “all documents including clec- 0 .
tronic records preduced  for the inspection of the e e
Court” shall be substituted;
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What evi-
dence to be
given when
statement
forms part
of a conver-
sation, docu-
merdt, elec-
tronic re-
cord, book
or series of
letters or

papers.

(b) _ after the definition “India”, the following shall
be inserted, namely:— -

‘the expressions “Certifying Authority”, *digital
signature”, Digital Signature Certificate”, “electronic
form”, “electronic records”, “information”, *‘secure
electronic record”, “secure digital signature” and
“subscriber” shall have the meanings respectively
assigned to them in the Information Technology
Act, 2000.’.

2. In section 17, for the words “oral or documen-
tary,” the words “Oral or documentary or containsd
in electronic form” shall be substituted.

3. After section 22, the following section shall be
inserted, namely:—

“22A. Oral admissions as to
electropic records are not relevant, unrless the
genuineness of the electronic record produced is in
question”,

4. In section 34, for the words Entries in the
books of account.” the words “Entsies in the tooks of
account, including those maintained in an electronic
ferm” shall be substituted.

5. In section 35, for the word “record”, in both
the places where it occurs, the words “record or an
electronic record” shall be substituted.

6. For section 39, the following section shall be
substituted, namely :— :

“39. When any statement of which evidence is
given forms part of a longer statement, or of a
conversation or part of an isolated document, or is
contained in a document
book, cr is contained in part of electrenic record
or of a connected series of letters or papers,
evidence shall be given of sc much and no more
of the statement, conversation, document, electronic
record, book or series of letters or papers as the
Court considers necessary in that particular case to
the full understanding of tte nature and effect of
the statement, and of the circumstances uader
which it was made.”

which forms part of a

the contents of When ol

admission
as {o con-
tents eof
electronie
records are
relevant.

{ Special pro-

yisions as t«

_evidence
1 relating to
1 celectronic
! record.

4 Admissibili-
ety of

| ¢lectronic

4 records.
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inserted, namely:—

G e

7. After section 47, the following section shall be !
inion as “aTE When the Court has to form an opinion as ‘

p to digital to the digit\l signature of any person, the opinion

|  signature of the Certifying Authority which has issued the
when Digital Signature Certificate is a relevant fact.”.
relevant.

8. In section 59. for ths wcrds “’contents of docu-
ments or electronic records™ shall be substituted.

9. After sec'ion 65, the foliowing sections shall te
inserted, nzmely:i—

Special pro- - ‘65A. The contents of clectronic records may be
visions as to~  proved in accordance wita the provisions of section
evidence 65B. :
: relating to
hen ol | ocironic
[T;“;%t; record.
ots of Admissibili-  65B. () Notwithstanding anything contained in
rctronis ty of * this Act, any information contained in an electronic
cords ate | cectronic record which is printed on a paper, stored, recorded
levant. records. ~or copied in octical or magnetic media produced

by a computer (hereipafter referred to .as the
computer output) shall be deemed to be also a
dccument, if the conditions mentioned in this sec-
tion are satisfied in relation to the information- and
computer in  question and shall be admissible in
any prccesedings, without further proof or produc-
tion of the original, as evidence of any contents
of the original or of any fact stated therein of which
direct evidence would be admissibie

.‘ (2) The conditions referred tc in sub-section (I)
in respect of a computer output shall be the followiag,
namely :(—

(2) the computer output contairing the informa-
tion was produced bty the computer during the
period over which the computer was uszd regularly
to store or process information for the purposes of
any activitics regularly carried on over that period
by the person haviog !awful control over the use
of the conputer;

(b) during the said period, information of the
kind contained in the electronic recoid or of the
kizd from which the information so contzined is
derived was regularly fed into the computer in the
ordinary coursz of the said activities; '_
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(¢) throughout the material part of the ..said
period, the computer was operating properly or, if
not, then in respact of any period in which it was
not operating properly or was out of operation
during that part of the period, was not such as to
affect the electronic record or the accuracy of its
contents; and

(d) the information contained in the electronic
record reproduces or is deriwved from such informa-
ticn fed into the computer in the ordinary course
ol the said activities.

(3) Wtrere over any period, the function of storing
or processing informaiion for the purposes of any acti-
vities regularly carricd on over that period as men-
tioned in clause (a) of sub-section (2) was regulaly
performed by computers, whether—

(2) by a combination of computers operating over
that period; or

(b) by different computers operating in succession
over that period; or

(c) by different combinations of computers opera-
ting in succession over that period; or

(d) in any otber manner involving the successive
operation over that period, in whatever order, of
one or more computers and one or nore combina-
tions of computers, all the computers used for that
purpose during that period shail be treated for the
purposes of this section as constituting a single
computer; and referencss in this section to a coi-
puter shall be construsd accordingly.

(4) In any procecdings where it is desired to give :
a starement in evidence by virtue ot_’ this section, a cer- i
tificate doing any of the followiag things, that is to say— _«

(a) identifying the elecironic record conlaining the
statement and describing the manner in which it
was produced; ‘

(b) giving such particulars of any device involved 4
in the production of that electronic record as may
be appropriate for the purposs of showing thai the
electronic record was produced by a coniputer;
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(c) dealing with any of the matters to which the
conditions mentioned in sub-section (2) relate, and
purpoting to be signed by a person occupying a
responsible official position in relation to the opzra-
tiom of the relevant devic: or the maucagement of
the relevant activities (whichever is appropriate)
shall be evidence of any matter stated in the cer-
uficate; and for the purposes of this sub-section it
shall be sufficient for a matter to be stated to the
best of the knowledge and belief of the person
stating it.

(5; For the purposss of tuis sezction,—

(a) informativn shall be taken to be suppiied to a
compuier il it is supplicd thereto in any appro-
priate form and whether it is so supplied directly or
(with or without human intervention) by means
of any appropriats equipment;

{b) ~whsther in tie course of activities carried on
by any oflicial, information is supplied with a view
to its being stzred or processed for the purposes of
those activities by a computer operated otherwise
than in the course of those activities, that informa-
tion, if duly supmied to that computer, shall be
taken to be supplied to it in the course of those
activities;

(¢) a coamputer output shall be taken to have been
produced by a computer whether it was produced
by it directly or (with or without humaa iaterven-
tion) ty means of any appropiiate equipment.

Explanation.— For the purposes of this section any
reference to information being derived fiomn other in-
formation shall be a ref:rence to its being derived
therefr.m by calculaiion, comrarison or any otaer
procsss.’. :

10. After section 67, the following section shall be
inseited, namely:i—

“67A. Except in the case of a secure digital signa-
ture, if the digital signature of any sub:criber is alleged
to have been affixed to an electronic record the fact
that such digital signaiure is the digital signature of the

4

subscriber must be proved.”.

11. After section 73, the following section shall be
inserted, namely:— i

Préof as

to digital
signature.
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.- ‘73A. In order to ascertain whether a digitai sig-

nature is that of the person by whom it purports to
have been affixed, the Court may direct— X

(a) that per'son or the Controller or the Certifying
Authority to produce the Digital Signature Ceriifi-
caie; . : ;

(b) any other person to apply the publié key listed
in the Digital Signature Cerlificate and verify the digital
signature purported to have been affixed by that person.

Explanation.— For the purposes of this gection,
“Coutroller” means the Controller appointed under sub-
section (1) of section 17 of the Information Technology
Act, 2000°.

12. After section 81, the following section shall be
inserted, namely:—

Presumption “81A. The Court shall presume the genuineness
as to Ga- of every electronic record purporting to be the Official
zettes in Gazeite, or purporting to be electronic record directed
electronic by any law to be kept by any parson, if such
forms. electronic record is kept substantially in the form re-

quired by law and is produced from proper cusiody.”.

13. After secticn 85, the following sections shall
be inserted, namely:—

Presumption “85A. The Court shall presume that every eleciro-
as to elec- npic record purporting to te an agreement containing
tronic the digltal signatures of the parties was so concluded

agreements. by affixing the digital signature of the parties.

Presumption “85B. (1) In any proceedings involving a secure
as to electronic record, the Court shall presume unless con-
electronic  trary is proved, that the secure electroric record has
record and not been altered since the specific point of time to
digital which the secure status relates.

signatures.

- (2) In sny preceedings, involving a secure ~digital
signature, the Couit shall presume unlass the contrary
is preved that—

(a)_the secure digital signature is affixed by sut-
scriber with the intention of signing or approving
the electronic record; g e o

*

Proof g3
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(b). except in'the caie of a secure electronic record

Ex-2326/2000

" or a secure digital signature, nothing in this section.

signature, . 11 s
Pféiun;:ptioﬁ 85C. The Court shall presume, unless contrary is
as to' ©~  proved, that the information listed in a Digital Signa-
Digital © " ture Certificatz is correct, except for information specj-

Signature  fied as subscriber information which has not been verified,
Certificates. if the certificate was accepted by the subscriber.”.

14. After section 88, the following section shall be
inserted, namely :— :

Presumption ‘88A. The Court may presume that an electronic

as to message forwarded by the originator through an elec-

electronic  tronic mail server to the addressee to whom the meg-

messages.  sage purporis to be addressed corresponds with the
message as fed into his computer for transmission; but
the Court shall not make any presumption as to the
person by whorn such messag: was seat,

Explanation.-— For the purposes of this section,
the expressions “addressee” and “originator” shall have
the same meanings respectively assigned to them in
clauses (b) and (za) of sub-section {l) of section 2 of
the Information Technology Act, 2000.’, i

15.  After section 90, the following section shall be
inserted, namely :— giata e

Presumption “90A. Where any electronic record, purperting or

as to proved to be five years old, is produced from any cus-

clectronic  tody which the Court in the particular case considers

tecords five proper, the Court may presume thar the digital signa-

years old.  ture which purports to bz the digital signature of any
particular person was so affixed by him or any person
authorised by him in this behalf,

Explanation.— Electronic records are said to be
in proper custody if they are in the place in which, and
under the carc of the person with whom, they naturally
be; but no custody is improper if it is proved to have
had a legitimate origin, or thé circumrstances of ~the
particular case are such as tc reader an origin probable.

This Explanation applies also to section 81A.”.

16. For section 131, the following section shall be
substituted, namely:— : P il

shall create any presumption relating to authenticity
and integrity of the electronic record or any digtat
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*131, No .one shall be compelled to praduce Productioy
docun'ents in his possession or electromic records under of dogym.

54

his control, which any other person woul!d ba eatitled to
refuse to produce if they wwere in his  possession or
control, unless such last-m2ationed parson coaseats to

their

production.™.

THE THIRD SCHEDULE
(See scction 93)

AMENDMENTS TO THE BANKERS’ ROOKS
EVIDENCE ACT, 1891

(18 OF 1891)

1. In sectinn 2—

itash

(a) for clause (3), the following clause shall be
substituted, namely:—

{3) “bankers” books” include ledgers, day-books,
-books, account-books and all other books psed

in the ordinary business of a bank whether keopt
in the written form or as printouts of data stored in a
fleppy disc, tape or any other form of electre-magretic
data storage device;

(b) for clauge (8), the following clause shall be
substituted, namely —

“(8)“certificd copy” means when the books of a

bank,—

(a) are maintained in written form, a copy of any

entry in sucih books together with a certificate

written at the foot of suci copy that it is a true
copy of such entry, that such eatry is contained in
one of the ordinary bcoks of the Laok and was
made in the usual and ordinary courss of business

" and that such book is still in the custody of the

bank, and where the copy was obtained by a
mechasical or other prooess which in itself ensnred
the accuracy of the copy, a further certificate to
that effect, but where the bock from which such

‘copy was prepared has been destroyed in the usual

eats or slac.
fronic TeCo-
rds  which
another per.
possession

could refyge
to produce,

1




55 Ex—326/2000 |
i 1

luction': "25 ":f' " course of the bank’s business after the data oa |
locume" © which the copy had besa so prepared, a further |
or clec. certificate to that effect, each such certificate being ,:
C reco- i . dated aad subscribsd by the principal accountaat _.
which - or nanager of the bank with his name aand official i
l;:;r por- title; and Sl pe AE f
avin : : : .

=is?0n;g i (b) consist of printouts of data stor:d in a floppy,

1 refuse disc, tape or any other ele:_;tm-maguctic date starage
roduce, . devics, a printout of such eatry or a copy of such
: '3 ' printout together with sich statemsats certified in
accordance with the provisions of section 2A°

.

2. After section 2, the followiag section shall bz f
inserted, namely: — i [

“2A. A printout of entry or a copy of printout Coaditions in {
referred to in  sub-section (8) of ssction 2 shall bs the printout. I
accompanied by the following, namely: — f

(2) a certilicate to the effect that it is a printout ‘
~.» of sach entry or a copy of such printout by the prin- . | :
- ° ‘cipal accouatant or branch manazer; aad ot

o

(b) a certificats by a person in~charge of computsc
8ystem containing a brief description of the computer
system and the particulars of —

{ (A) the saleguards adopted by ths gystem to
-ensure that data is enterad or apy other operation ‘
performed only by authorised persoas; : '

(B) the safeguards gdoptsd to prevent "and detect
unauthorised changs of data; ; :

(C) the safeguards available to retrieve data that
is lost due to systemic (ailure or any other reasons;

1; : (D) the maaner in which data is transferred from
, ithe systsm to removable media like floppiss, disc,
-. tapzs or oiaed elecleo-magastic dara storags devices;

(E) the modc of verification in order to ensurs
that data has been accurately transferred to such remo-
‘vable meadia;

: (F) the mode of identification of such data storage
~devices; ; WLt = e L8

(G) the acrangem:uts for the siorage and custody
-of such storags devices;

|
|
:
i
!
J
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_’-(H._)' the safeguards to prevent and detect any tam-
pering with the gystem; and 2L '.

B 14 : "a'i;y othlei' fa't.:tor wh_i'éh' will vouch for the integ- %
rity and accuracy of the system. , s '

' (c) a further certificate from the person in-charge
of the computer system to the effect that to the best of
his knowledge and belief, such computer system operated
properly at the materiai time, he was provided with all
the relevant data and the printout in question represents i

)

correctly, or is appropriately derived {rom, thz relevant & Vol XX1
data.”. §—

THE FOURTH SCHEDULE

(See section 94) ; 11;I %ﬁ‘e]bz}? I}

AMENDMENT TO THE RESERVE BANK OF INDIA ACT, 1934
(2 OF 1934)

In the Reserve Bank of India Act, 1934, 'in section 58, 2 of 19M4
in sub-section (2), after clause (P), the following clause _
shall be inserted, namely:— = _ ;' TE

“(PP) the regulation of fund transfer through elec-
tronic means between the banks or between the banks
and other financial institutions referred to in clause () ;
of section 45-1, including the laying down of the condi- -
tions subject to which banks and other financial iastitu- y =,
tions shail participate in such fund transfers, the man- i :
rer of such fund transfers and the rights and obligations i
of the participants in such fund transfers,;”. :

|

4 of 1997,

|
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